Nwachukwu Ifeanyi Divine

Cloud & DevOps Engineer

Lagos, Nigeria | +234 903 537 1559 | nifeanyidivine@gmail.com
github.com/Semicrypt | ifeanyid.vercel.app
linkedin.com/in/nwachukwu-ifeanyi-divine-31b9793a6

PROFESSIONAL SUMMARY

Cloud & DevOps Engineer building AWS infrastructure with Terraform, containerized services and

GitHub Actions pipelines. Hands-on experience with local Kubernetes, Linux automation and Azure
Blob Storage integration. Developed Minerva Sentinel for infrastructure monitoring, host telemetry,

alerting and incident workflows.

TECHNICAL SKILLS

Cloud: AWS: EC2, S3, RDS, ECR, IAM, STS, VPC, CloudFront, Systems Manager; Azure Blob
Storage

Containers and Infrastructure as Code: Docker, Docker Compose, Kubernetes, kubectl, Minikube,
Kustomize, Terraform

CI/ICD and automation: GitHub Actions, Git, GitHub, OpenID Connect (OIDC), Bash, Python

Systems and security: Linux, Ubuntu, networking, Nginx, TLS, IAM roles, security groups, Secrets
Manager

Observability and data: Metrics, logs, alerting, health probes, incident workflows, PostgreSQL, SQL
Supporting development: Node.js, Express, REST APIs, React, Vite, Azurite

SELECTED ENGINEERING PROJECTS

Minerva Sentinel | Infrastructure monitoring platform 2026
Independent project | github.com/Semicrypt/minerva-sentinel

¢ Built a monitoring platform with a host agent, Node.js/Express API, PostgreSQL and React
dashboard to collect infrastructure metrics and logs and track incident acknowledgement, resolution
and event history.

¢ Containerized frontend, backend and database services with Docker Compose; configured GitHub
Actions CI/CD using OIDC, ECR and Systems Manager for EC2 delivery, plus S3 publishing and
CloudFront cache invalidation.

¢ Implemented cross-account AWS integration with STS AssumeRole, external IDs, temporary
credentials and account identity validation, avoiding storage of customer AWS access keys.

¢ Created a local Kubernetes deployment with Kustomize, backend Services, a PostgreSQL
StatefulSet and persistent storage; configured resource limits and startup, readiness and liveness
probes.

¢ Hardened backend Kubernetes workloads with non-root execution, RuntimeDefault seccomp,
dropped capabilities and disabled service-account token mounting.

¢ Built a PostgreSQL bootstrap Job and transactional initializer with nonempty-schema checks and
rollback, supporting Secrets Manager credentials and certificate-validated RDS connections.
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SELECTED ENGINEERING PROJECTS CONTINUED

AzureDrop | Azure Blob Storage application 2026
Independent project | github.com/Semicrypt/azuredrop

¢ Integrated Azure Blob Storage with PostgreSQL file metadata, expiring read-only SAS download links
and orphaned-blob cleanup when metadata persistence fails.

e Configured Docker Compose for the API, PostgreSQL and Azurite with persistent storage;
implemented database and blob-container health checks that distinguish healthy and unavailable
dependencies.

¢ Automated database schema setup, API tests, frontend linting and build checks with GitHub Actions
on pushes and pull requests.

CloudDrop | AWS file storage and infrastructure 2026
Independent project | github.com/Semicrypt/clouddrop

¢ Defined AWS infrastructure in Terraform for EC2 application hosting, VPC networking, private RDS
PostgreSQL and S3 storage, with encrypted remote state and state locking.

¢ Configured database access from the application security group, blocked public S3 access and
enabled storage encryption; bound application containers to localhost behind an Nginx HTTPS
reverse proxy.

e Automated TLS certificate renewal with Certbot and systemd; configured GitHub Actions
database/API tests and frontend checks, with container health probes and TLS-validated database
connections.

Iceman | Python DevOps command-line tooling 2026

Independent project

e Developed a Python CLI with Typer and Rich that turns supported Docker, Kubernetes and Terraform
requests into deterministic execution plans with command previews, approval prompts and
destructive-action guards.

¢ Implemented Kubernetes pod, deployment, service and connectivity diagnostics and a Minikube
deployment workflow; added tests for plan generation and cancellation before execution.

PROFESSIONAL EXPERIENCE

WHINZET Digital ID Limited Jan - Oct 2025
Junior Cloud & Network Engineer | Industrial training placement

e Supported Linux environments, network connectivity troubleshooting and infrastructure support
during an industrial training placement.

¢ Assisted with deployment workflows and documented repeatable technical steps for day-to-day
operational support.

EDUCATION AND PROFESSIONAL DEVELOPMENT

BSc Computer Science | Wesley University, Ondo | 2026

TechCrush | Cloud Computing & DevOps | Jul - Sep 2026
Completed; certificate received

TechSphere Academy | DevOps Engineering | Oct 2026 - Jan 2027
Enrolled

CERTIFICATIONS

TechCrush — Cloud Computing
Certificate of Completion - 15-Week Bootcamp Scholarship Programme - October 2026
Credential ID: TEC-8565548F
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